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Operational Technology (OT) 
Supplemental Security Standards

Overview 
The New Jersey Department of Transportation 
(NJDOT) developed supplemental security 
standards for the Internet of Things (IoT) and 
Operational Technology (OT) devices that 
support its transportation operations. Build-
ing on the NJ Statewide Information Security 
Manual, the guidance establishes a unified, 
State-aligned approach to securing connected 
devices and networks across the Department. 
It sets actionable best practices in unified 
device management, network security, access 
control, and configuration hardening for every 
stakeholder involved in deploying and oversee-
ing IoT and OT technologies. By consolidating 
device management onto a single platform 
and standardizing security settings, NJDOT 
reduces the risk of unauthorized access, data 
breaches, and other security incidents while 
safeguarding the confidentiality, integrity, and 
availability of its critical infrastructure.

1.	 Why IoT and OT technologies require 
supplemental security standards tailored 
beyond standard IT security policies.

2.	 How NJDOT structured its guidance 
around unified device management, 
network security, access control, and 
proper device configuration.

3.	 How centralizing device management 
and standardizing configurations 
strengthens the Department’s overall 
security posture.

In this case study you will learn:
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overall cybersecurity and promote greater 
security awareness. The security supplemental 
guidance is intended to be implemented in 
conjunction with the NJ Statewide Information 
Security Manual and provides additional clarity 
and guidance for IoT and OT technologies. Key 
objectives include:

The security standard document provides 
Cybersecurity Best Practices and 
Recommendations for OT and IoT, such as:

BACKGROUND

The Internet of Things (IoT) and Operational 
Technology (OT) technologies are vital for 
advancing the New Jersey Department of 
Transportation’s (NJDOT) mission to provide 
safe, reliable, convenient, and cost-effective 
transportation services. Nevertheless, they 
present unique security challenges that require 
tailored security standards. In an increasingly 
connected world, NJDOT leverages IoT and OT 
to enhance the efficiency and effectiveness 
of its operations. These technologies offer 
significant benefits, including improved asset 
management, enhanced data collection, and 
streamlined operations. However, they also 
introduce new security risks that could be 
exploited if not properly managed. To ensure 
compliance with IT Security Policies and 
Standards across the organization, NJDOT 
developed a technical guidance document for 
IoT and OT Supplemental Security Standards.  
The document is available to all stakeholders, 
regardless of role, background, or area of 
expertise, who are involved in the deployment 
and oversight of IoT and OT technologies 
supporting the Department’s operations, 
including, but not limited to, employees, 
vendors, consultants, and contractors. The 
developed document is designed to strengthen 
the overall security posture and safeguard 
the technologies supporting transportation 
operations in a unified effort. By following the 
guidance provided, the Department aims to 
reduce the risk of unauthorized access, data 
breaches, and other security incidents, thereby 
safeguarding the confidentiality, integrity, and 
availability of its critical infrastructure.

TSMO PLANNING, STRATEGIES, AND DEPLOYMENT

The NJDOT Bureau of Information Security (BIS) 
IoT and OT supplemental security standards 
outline key security measures designed 
to protect systems and devices against 
cybersecurity threats. These measures enhance 

1.	 Establishing a unified approach to IoT and 
OT security that aligns with the State’s 
overall cybersecurity strategy.

2.	 Providing clear and actionable guidelines for 
managing and securing IoT and OT devices 
and networks.

3.	 Enhancing the security posture of the 
Department by promoting best practices 
in access management, network security, 
device management, and incident response.

4.	 Ensuring compliance with relevant 
regulations and standards, thereby reducing 
the likelihood of security incidents and their 
potential impact.

• Unified Device Management Platform that 
is capable of supporting a wide range of 
devices, and offers scalability, flexibility, and 
compatibility with existing technologies. The 
centralized platform will ensure uniformity 
across all devices/applications, reducing 
the risk of misconfigurations that could lead 
to vulnerabilities. The platform shall also 
streamline routine tasks such as firmware 
updates, security patches, and configuration 
changes. Automation reduces manual 
intervention, minimizing errors and freeing 
staff for strategic activities. By implementing 
centralized device management, NJDOT 
can significantly reduce the complexity 
associated with managing disparate 
systems. This simplification enables IT 
staff to focus on higher-level security and 
operational tasks. 
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By adhering to the guidance set forth in 
this document and ensuring consistent 
application of security settings, NJDOT 
consolidated device management into a 
single platform to reduce the complexity of 
managing a diverse array of technologies. 
Centralization of technology administration 
is a strategic approach to managing IoT and 
OT devices, aimed at streamlining operations, 
enhancing security, and improving efficiency. 
Thus, the NJDOT is better equipped to protect 
its assets, maintain public trust, and continue 
delivering essential transportation services 
securely and efficiently.

COMMUNICATIONS PLANNING AND EXECUTION

The NJDOT BIS is comprised of cybersecurity 
professionals dedicated to safeguarding the 
organization’s digital assets and information 
integrity. As the vanguard against cyber 
threats, BIS professionals employ cutting-edge 
technology, advanced analytics, and a proactive 
approach to consolidate device management 
into a single platform, protect sensitive data, 
and ensure uninterrupted operations. The IT 
Division’s BIS is available to support business 
units in aligning with the Security Information 
Security Manual (SISM) and ensuring that all 
technology implementations meet NJDOT’s 
security standards. The NJDOT IT BIS is 
available to assist in evaluating configuration 
options to ensure they meet both the SISM  
requirements and the operational needs of the 
business unit. By following these expanded 
guidelines, NJDOT can significantly reduce 
potential vulnerabilities in its IoT and OT 
devices, ensuring a more secure operational 
environment.  NJDOT offers training programs 
through the State’s Learning Management 
System (LMS) to educate staff on cybersecurity 
best practices, ensuring all employees are 
aware of their responsibilities at a basic 
level. Advanced-level knowledge sharing and 
training can be requested by emailing the 
NJDOT IT Division’s BIS.  Additional training is 
available and is role-based, dependent upon 
the employee’s responsibilities as related to 
the specific equipment.  If any of NJDOT’s 
business units have questions about security 
configurations, device hardening, or need 
guidance on implementing best practices, 
NJDOT established support through the  
NJDOT IT Helpdesk. For security-specific 
concerns, such as reporting a potential 
vulnerability, requesting a configuration review, 
vulnerability scanning, or seeking clarification 
on security policies, the IT Division BIS is 
available to assist.

• Logical (Network) Security: Logical network 
security is crucial for protecting IoT and 
OT devices from unauthorized access and 
potential cyber threats. By implementing 
strong network security measures, NJDOT 
can ensure that devices communicate 
only with authorized entities, thereby 
safeguarding sensitive data and maintaining 
system integrity. Access Control: Manages 
access to devices and extends the practice 
of changing default passwords to all 
accounts associated with the device. This 
includes user accounts, service accounts, 
and any other default credentials.

• Proper Configuration Setting for All Devices: 
In the context of IOT and OT devices, security 
best practices focus on reducing the attack 
surface. These devices often include features 
and connectivity options that are not essential 
for their intended operation. If unnecessary 
configurations remain enabled, those 
configurations can introduce vulnerabilities. 
The NJDOT BIS is responsible for determining 
which features are required for business 
operations, ensuring device configurations 
follow the manufacturer’s security best 
practices, and assigning personnel to apply 
and maintain those configurations.



New Jersey Department of Transportation Internet of Things (IoT) and  
Operational Technology (OT) Supplemental Security Standards 4

OUTCOMES, BENEFITS, AND LEARNINGS

NJDOT’s IOT and OT  Supplemental Security 
Standards provide supplemental guidance for 
all stakeholders involved in the deployment and 
oversight of IoT and OT technologies supporting 
the department’s operations, including, but not 
limited to, employees, vendors, consultants, 
and contractors. By following the guidance 
provided, the Department aims to reduce the 
risk of unauthorized access, data breaches, and 
other security incidents, thereby safeguarding 
the confidentiality, integrity, and availability 
of its critical infrastructure. By adhering to 
the guidance set forth in this document, the 
Department will be better equipped to protect 
its assets, maintain public trust, and continue 
delivering essential transportation services 
securely and efficiently.


