CAT Coalition

Strategic Initiatives Technical Working Group
July 23, 2020 Webinar
Notes and Summary of Discussions

Welcome

Blaine Leonard welcomed everyone to the webinar. Approximately 65 members and guests joined the
webinar. A list of those in attendance is provided at the end of these notes.

Ongoing Commitment to Outreach and Knowledge Transfer

Blaine noted the commitment to outreach and knowledge transfer, asking anyone that is aware of
additional resources share that information. He also encouraged the group to complete the USDOT Work
Zone Data Working Group (WZDWG) Worker Presence Subgroup survey on state of the practice for
tracking and publishing real-time status about the presence of workers in work zones
https://www.surveymonkey.com/r/TVLT8GK

AASHTO Update

Venkat Nallamothu provided an update from AASHTO, noting that AASHTO has been working on activities
related to the impacts of Covid-19 on state DOTs. Venkat went on to remind members that an AASHTO
led activity (in partnership with ITE and ITS America) developed a set of Infrastructure Owner Operator
(100) Guiding Principles for Connected Infrastructure Supporting CAT. Venkat noted that the guiding
principles and technical memorandum supporting the technical concepts are now available on the
AASHTO CTSO website at the following link: https://systemoperations.transportation.org/ioo-guiding-
principles-for-cat/

PLR Working Group Update

Jennifer Toth provided an update from the Policy, Legislative and Regulatory (PLR) Working Group. The
group had a presentation from University of California, Davis on research conducted to complete a
roadmap for state automated vehicle (AV) legislation. The PLR Working Group will meet again on August
3, 2020. Agenda topics include discussion on the working group focus, an update from FHWA on the
Roadway Automation ConOps, and a discussion about summarizing research the group has conducted on
automated driving systems (ADS) legislative nomenclature.

Topic #1 — Enabling Connected Intersections Initiative

Blaine provided background on a recently created initiative called Enabling Connected Intersections. He
started by describing the Infrastructure Owner Operator / Original Equipment Manufacturer (I00/OEM)
Forum that has existed since 2016. The I0O0/OEM Forum has identified a series of products they are
working to complete. Blaine showed a table mapping the products of the I0OO/OEM Forum to each CAT
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Coalition working group and noted the ones that overlap the Strategic Initiatives WG. A copy of all of
Blaine’s slides are attached to this summary.

Blaine went on to describe background into the Enabling Connected Intersections initiative, noting that at
least one original equipment manufacturer (OEM) has announced that production vehicles will have on-
board, V2| safety applications starting in 2022. Blaine noted that there are a series of activities that I00s
need to perform to prepare for this that are unrelated to the uncertainties that exist industry-wide related
to the communications medium. Enabling Connected Intersection has a total of seven activities,
summarized as follows:

e Action #1: Create and reach consensus on minimum requirements for intersection broadcasts of
SPaT & MAP.

e Action #2: Summarize Industry Approach(es) to SCMS and develop |00 Guidelines

e Action #3: Test Approach

e Action #4. Reference Implementation and Functional Safety Assessment

e Action #5: Develop and Execute the Enabling Connected Intersections Outreach and Expansion
Strategy

e Activity #6: Deployment Tracking

e Activity #7: O&M Approach

Blaine described that there are also several parallel activities led by groups outside the CAT Coalition that
will accomplish portions of the activities and the CAT Coalition is not responsible for all the activities. The
CAT Coalition will collaborate with these other activities to avoid duplication.

Blaine then provided more details on Activity #3: Test Approach. The concept of this activity is to develop
an overall approach to I00s testing and verifying the connected intersection broadcasts of
SPaT/MAP/RTCM. Blaine showed the following image to introduce a proposed five phases of testing.

Connected Intersection Testing Approach (Action #3)
(proposed) — Phased Verification

Preliminary Verification
Phase 1 - Resource understanding / training
To verify the readiness of the agency and infrastructure to - MAP message formatting & accuracy of nodes
deploy connected intersections - Signal System Compliance
Does not require physical equipment broadcasting data - Location Correction Sources & Need

Phase 2 Functional Verification

To verify thatinstalled connected signalized intersections meet Accuracy of MAP messages
minimum requirements for selected applications - Accuracy of SPaT Data Translation &
3" Party Tool or Test Vehicles Communication

(Most 5PaT Challenge Sites) - Location Correction Data

Phase 3 Functional & Usability Verification

End to end verification

Use of data to perform actions (vehicles under
100 control)

Phase 4 Functional, Usability, & Security
Different OBUs

Different versions of standards
Include SCMS

Local Jurisdiction(s) Fleet Vehicles
Actual vehicles (e.g. Utah Transit Fleet)

Local & Visiting Vehicles
31 party tools

: : Phase 5 Complete and On-going Verification
Production Vehicles - End to end verification

Cooperative/automated / self diagnosed - Use of data to perform actions
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Blaine concluded by noting that during the October webinar, members of the Enabling Connected
Intersection initiative would present a draft resource for the Preliminary Verification phase and seek input
from this working group. Blaine will also arrange for an update from the ITE Connected Intersections
Project on their development of connected intersections test procedures.

Topic #2 — Role of SCMS in Deployment Initiatives

Raj Ponnaluri, Florida DOT, discussed the role of a security credential management system (SCMS) in two
vehicle to infrastructure (V2I) deployments in Florida (the deployments Raj described are in Tallahassee
and Gainesville). Raj explained that security credentialing uses SCMS certificates to validate that messages
transferred between roadside units (RSUs) and On-board units (OBUs) are from trusted sources and that
they are unaltered. Raj’s slides are attached to this presentation and include considerable detail about
the proof of concept conducted by USDOT as well as the SCMS “software as a service” that FDOT procured.
Raj identified an SCMS platform onboarding workflow as a series of seven steps. Raj emphasized the
importance of I0O0s initiating their SCMS procurement and deployment process as early as possible when
deploying connected intersections. He noted that FDOT is working on some model language they will use
for SCMS procurement and will share it with this group when it is available. He also offered that he is
happy to answer any questions by email.

Tony English, lead software engineer on the Wyoming CV Pilot project added that he completely agrees
with Raj’s suggestion and emphasis of the importance of starting the SCMS process as early as possible.

Topic #3 — Connected Work Zones

Collin Castle, Michigan DOT, introduced the topic of connected work zones and the need for information
describing the work zone as a map message. Collin noted that one of the IOO/OEM Forum work groups
that Blaine mentioned is the Reduced Speed Zone Warning (RSZW) group, that he co-chairs. This group
is coordinating with SAE and USDOT to help encourage deployment of connected work zones and to
capture lessons learned.

Collin noted that work zone information (e.g. details describing lane closures, reduced speeds, workers
presence) is a dataset that vehicles cannot collect autonomously and therefore are looking to 100s to
provide. He added that there is a recognized intent among many 100s to migrate beyond traveler
information data towards more accurate and timelier “CAT Ready Work Zone Data”. Before they can
estimate when and what percentage of the work zones will be “connected work zones”, I00s need a
better understanding of “CAT Ready Work Zone Data” and the process to collect and assemble the data.
Collin introduced Tony English to explain the work zone data collection (WZDC) Tool.

Tony English described work to develop the WZDC Tool for FHWA. This project builds on the earlier toolset
developed by CAMP (and presented to the Strategic Initiatives WG earlier). The tool allows users to enter
some basic information about a work zone through a user interface and then to drive through the work
zone with the software on a tablet to automatically collect data describing node points of lanes in the
work zone. Tony introduced several resources that are available, including:

e Full end to end test video located here
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e GitHub site where the software and supporting material can be downloaded:
https://github.com/TonyEnglish/V2X-manual-data-collection
e Project website at https://neaeraconsulting.com/V2x Home

Collin Castle followed Tony’s presentation with a request to 100s to do the following:

Use this tool to learn about Connected Work Zones
e @Gain an understanding of the user interface, data needs
e Gain an understanding of the WZDx & RSM generators

Test this tool on various work zone configurations
¢ Let us know which work zones are well supported
e Let us know which work zones do not work well with the tool

Share your feedback with us
¢ Atwo-page summary is attached to this summary and is also being circulated with the distribution
of the summary. It explains specific requests.

In summary, the goal is to increase 100 understanding and sharing about the lessons learned using the
WzDC Tool.

Partner Reports: US DOT ITS America, ITE, Other

With time running short, Blaine and Joe Averkamp closed the meeting. There will be more time dedicated
to partner reports during October.

Close

The next webinar is scheduled for Thursday, October 22, 2020, at 2 pm Eastern.
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CAT Coalition Strategic Initiatives TWG — July 23, 2020
Webinar Agenda

Outreach and Knowledge Transfer
PLR Working Group Update

Topic #1: Enabling Connected Intersections Initiative (Including an overview of
the IOO/OEM Forum)

Topic #2: Role of SCMS in Deployment Initiatives

Topic #3: Connected Work Zones
Partner Reports

Open Discussion on Emerging Topics

AASHIO ITSS AMERICA




Outreach and Knowledge Transfer

« Suggestions for additional resources to be shared
« Suggestions for additional members of this working group

* Worker Presence Survey:

« USDOT Work Zone Data Working Group (WZDWG) Worker Presence Subgroup
survey on state of the practice for tracking and publishing real-time status about the
presence of workers in work zones https://www.surveymonkey.com/r/TVLT8GK
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AASHTO Update

Venkat Nallamothu
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Brief Update from the Focus Area
Working Group: Policy, Legislative,
Regulatory (PLR) WG

AASHIO ITSS AMERICA




Co-Chairs

Roger Millar, WSDOT & Jennifer Cohan, Del DOT

Programmatic & Strategic Activities Focus Area

Focus Area:
Programmatic & Strategic
Activities

Focus Area:

Planning, Scenarios, &
Resources

Focus Area;
Infrastructure &
Industry

Focus is on documenting needs and best
practices for prograrmmatic, strategic,
and technical activities to encourage
CAT deployment & operation through

initiatives such as the SPaT Challenge &

Suppaorts the CAT industry in
understanding Automated
Transportation planning &

scenario development, available
resources, and documenting

Supports the CAT industry in
defining the digital & physical
CAT infrastructure, and
establishing secure, verified
connections between vehicles

Connected Fleet Challenge. resource needs & this infrastructure
Policy Strategic Technical Planning / I00fOEM 'M:ﬂzﬂutﬂﬂrﬂ
: Initiati Resources Scenarios Forum ndustry
Legislative and nitiatives : it
Working Working Working
e Grou Group C. Castle Group
Working Group Group P S S
1. Toth B. Leonard F. Saleem S fissanberk M. Shulman Thomason,
P. Ajegba J. Averkamp N. Katta ). Sydello 5. Gehring

Peer Exchange & Outreach Working Group (E. Seymour)— Supports all focus areas




PLR Working Group — July 2020 Update

June 16, 2020 Webinar:

* Presentation from UC Davis on a Roadmap for State AV Legislation
* Polling members for additional topics and focus areas of the group
Upcoming August 3, 2020 Webinar:

* Future topics of this working group (results of member scan)

* Highway Automation ConOps (USDOT)

 Summary of earlier ADS Legislative Nomenclature research

* Products of other CAT Coalition working groups



Enabling Connected Intersections
Initiative

Blaine Leonard
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IOO/OEM Forum

Since 2016:

* A small group of Infrastructure Owners & Operators (IOOs) have
been meeting regularly with a group of automobile Original
Equipment Manufacturers (OEMs)

* This has allowed detailed discussions about the data that is
needed and available from both groups to support CAT
applications

* The CAT Coalition Working Groups have always been a conduit
into and out of the IOO/OEM Forum — engaging the broader CAT
Coalition membership in activities
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SPaT / Red Light
Violation Warning
(SPaT/RLVW)
Work Group

Chairs:
Blaine Leonard, UDOT &
Jay Parikh, CAMP
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IOO/OEM Forum

IOO/OEM Forum Chairs:
Collin Castle, MDOT
Faisal Saleem, MCDOT
Mike Shulman, Ford

Reduced Speed Zone Connected Automation

Warning (RSZW) Work Group
Work Group
Chairs: Chairs:

Collin Castle, MDOT &
Rich Deering, CAMP

Roy Goudy, Nissan &
Ahmad Jawad, RCOC




IOO/OEM Forum Work Plan — 30,000 Foot Level Summary

Preparing for connected intersections

» Leveraging the success of the SPaT Challenge

» Resolving final data quality, compatibility, testing, and operational issues
« Agnostic communications medium at this time

* 7 Products Planned

SPaT/RLVW
Group

Helping IOOs understand what is needed for CAT Work Zone infrastructure
» Assessing tools for creating work zone MAP data
Understanding lessons learned from early deployments
Learning about data ambiguities that need to be clarified
« Agnostic to communications medium, just data focused
* 6 Products Planned

Reduced Speed Zone
Warning (RSZW)
Group

Helping I00s understand Connected Automation
Connected Automation * Leveraging the TOSCo Project to understand benefits of Connected Automation
Group * Documenting the Infrastructure needs for Connected Automation corridors
* 4 Products Planned
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IOO/OEM Forum’s 17 Products — Types of Products

Products are not necessarily written documents — 4 types of products include:

Technical Input to

» White papers / » Feedback (verbal or * Facilitating and/or * Assisting CAT
Technical written) to initiatives conducting outreach stakeholders in
Memorandums / or resources being activities to benefit benefitting from
Other written advanced by other CAT stakeholders resources (developed
products groups - Increasing by the CAT Coalition

* Intended to be « Will include a target awareness or or others)
resources for the CAT audience, but knowledge is the * 1 Product
community expected to benefit typical goal

« 7 Products other groups, as well * 5 Products

* 4 Products
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I00/0OEM Forum — 17 Products and Planned Interactions with other Working Groups

|IOO/OEM Forum Products

1. Updated CCI Document

2. Input to the minimum requirements for SPaT/MAP
3. Summary of Industry Approach to SCMS

4. Connected Intersections Testing Approach

5. Enabling Connected Intersections Outreach

6. Connected Intersections Tracking Approach

7. Connected Intersections Operations Approach

8. WZ Tool Chain Feedback to USDOT/CAMP

9. Increased use of the WZ Software Toolchain

10. Increased 100s understanding of CAT WZ Needs and the Role of the WZDI

11. CAT Work Zone lessons learned document
12. Input to Accuracy Needs for Work Zone MAP Messages
13. Initial draft Work Zone CCI (note: tentative)

14.100s Input to Connected Automation concepts and TOSCo Project

15. Increased 100 understanding and awareness of TOSCo and related connected automation
applications

16. Increased 100 and OEM understanding of their respective processes and products

17. Process for Sharing TOSCo Testing Equipment

Technical
Resources
WG

v
v

Strategic
Initiatives
WG

v

Planning
PLR Scenarios
WG WG
v
v
v v

Infrastructure
Industry
WG

Peer Exchange &
Outreach
WG




I00/0OEM Forum — 17 Products and Planned Interactions with other Working Groups

|IOO/OEM Forum Products

1. Updated CCI Document

2. Input to the minimum requirements for SPaT/MAP
3. Summary of Industry Approach to SCMS

4. Connected Intersections Testing Approach

5. Enabling Connected Intersections Outreach

6. Connected Intersections Tracking Approach

7. Connected Intersections Operations Approach

8. WZ Tool Chain Feedback to USDOT/CAMP

9. Increased use of the WZ Software Toolchain

10. Increased 100s understanding of CAT WZ Needs and the Role of the WZDI

11. CAT Work Zone lessons learned document
12. Input to Accuracy Needs for Work Zone MAP Messages
13. Initial draft Work Zone CCI (note: tentative)

14.100s Input to Connected Automation concepts and TOSCo Project

15. Increased 100 understanding and awareness of TOSCo and related connected automation
applications

16. Increased 100 and OEM understanding of their respective processes and products
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v
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WG WG
v
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Industry
WG

Peer Exchange &
Outreach
WG




I00/0OEM Forum — 17 Products and Planned Interactions with other Working Groups

IOO/OEM Forum Products

Technical
Resources

Strategic Planning Infrastructure Peer Exchange &
Initiatives PLR Scenarios Industry Outreach
WG WG WG

1. Updated CCI Document

2. Input to the minimum requirements for SPaT/MAP

3. Summary of Industry Approach to SCMS

4. Connected Intersections Testing Approach

5. Enabling Connected Intersections Outreach

6. Connected Intersections Tracking Approach

7. Connected Intersections Operations Approach

8. WZ Tool Chain Feedback to USDOT/CAMP

9. Increased use of the WZ Software Toolchain

10. Increased 100s understanding of CAT WZ Needs and the Role of the WZDI

11. CAT Work Zone lessons learned document

12. Input to Accuracy Needs for Work Zone MAP Messages

Clarifications for Consistent Implementation (CCl)

Identified ambiguities and options in J2735 standard

Draft version on the CAT Coalition Website

USDOT/ITE Connected Intersection Efforts are addressing this
through a detailed systems engineering process — will result in a
Guidance document

13. Initial draft Work Zone CCI (note: tentative)

14.100s Input to Connected Automation concepts and TOSCo Project

15. Increased 100 understanding and awareness of TOSCo and related connected automation

applications

16. Increased 100 and OEM understanding of their respective processes and products

17. Process for Sharing TOSCo Testing Equipment



https://transportationops.org/catcoalition/IOO_OEM_Forum

Enabling Connected Intersections

I00/OEM Forum SPaT/RLVW Group — leading the initiative

* Majority of SPaT/MAP broadcasts are received by fleet vehicles today
(e.g. transit, snowplows) or after-market On-board units

* At least one OEM has formally announced that production vehicles
will have on-board, V2| safety applications starting in 2022

e Outside of the communications uncertainties that exist, there are
data related actions and verifications needed to “enable” this
connectivity to production vehicles




Enabling Connected Intersections
Seven (7) Primary Actions

Action #1: Create and reach consensus on minimum requirements for
intersection broadcasts of SPaT & MAP.

Action #2: Summarize Industry Approach(es) to SCMS and develop |00
Guidelines

Action #3: Test Plan for verification of messages

Action #4: Reference Implementation and Functional Safety Assessment

Action #5: Connected Intersection Outreach

Action #6: Deployment Tracking Approach

As an FYI: These Action numbers

Action #7: O&M Approach do not match the numbering of
the IOO/OEM Forum Products




Leveraging Other Parallel Activities
(Mamy outside the CAT Coalition)

CV PFS —

SCMS MAP AASHTO / ITE
Ma nager Creation / ITS America

Guidelines existing WGs

USDOT/ITE — _
Connected Ongoing SAE TFHRC

Intersections J2945/10 Test Plans

(Guidance standards for
Document efforts

from CCl) SPaT/MAP

CV PFS —

M-Cit Extensive CV
SCMS CAMYD/ Pilot and Inf
PI"OViderS ATCMTD site nfrastructure

activities testing for\lzﬁ;ictlxgzion

Preparing SPaT

* Alarge part of this “Enabling”
effort will be coordinating with
and leveraging these outside
activities

* Enabling Connected

Intersections will create new
content to supplement other
activities



Role of the Strategic Initiatives WG in this Effort

We’ll use the Strategic Initiatives WG webinars in 2020-2021 to request your
input on several Actions, including, but not limited to the following:

* Action #3: Test Plan — As the Test Plan is developed, Strategic Initiatives WG
members will be encouraged to conduct testing on your SPaT systems and
provide feedback through this group.

e Action #5: Outreach Strategy — Early draft will be shared with this group for
feedback & reaction. Once finalized, this group will be asked to support
outreach efforts.

* Action #7: O&M Approach — Will define a common approach to operating,
maintaining, testing, and verifying connected intersections (e.g. how to
handle temporary intersection outage). Early drafts will be vetted with this
group, and members will be asked to provide input and perspective based on
your deployments



Connected Intersection Testing Approach (Action #3)
(proposed) — Phased Verification

Phase 1
To verify the readiness of the agency and infrastructure to
deploy connected intersections
Does not require physical equipment broadcasting data

Phase 2
To verify that installed connected signalized intersections meet
minimum requirements for selected applications
3rd Party Tool or Test Vehicles
(Most SPaT Challenge Sites)

Phase 3
Local Jurisdiction(s) Fleet Vehicles
Actual vehicles (e.g. Utah Transit Fleet)

Phase 4

Local & Visiting Vehicles
3"d party tools

Phase 5
Production Vehicles
Cooperative/automated / self diagnosed

Preliminary Verification
Resource understanding / training
MAP message formatting & accuracy of nodes
Signal System Compliance
Location Correction Sources & Need

Functional Verification
Accuracy of MAP messages
Accuracy of SPaT Data Translation &
Communication
Location Correction Data

Functional & Usability Verification
End to end verification
Use of data to perform actions (vehicles under
100 control)

Functional, Usability, & Security
Different OBUs
Different versions of standards
Include SCMS

Complete and On-going Verification
End to end verification
Use of data to perform actions




I00/0OEM Forum — 17 Products and Planned Interactions with other Working Groups
I

1. Updated CCI Document

2. Input to the minimum requirements for SPaT/MAP

3. Summary of Industry Approach to SCMS v
4. Connected Intersections Testing Approach v
5. Enabling Connected Intersections Outreach v v

6. Connected Intersections Tracking Approach

v

7. Connected Intersections Operations Approach

Next Stra'tegic Initiatives Webinar:

8. WZ Tool Chain Feedback to USDOT/CAMP

9. Increased use of the WZ Software Toolchain

 Review of early sections of the Connected

10. Increased 100s understanding of CAT WZ Needs and the Role of

Intersections Testing Approach (Preliminary

11. CAT Work Zone lessons learned document

Verification)

12. Input to Accuracy Needs for Work Zone MAP Messages

13. Initial draft Work Zone CCI (note: tentative)

14.100s Input to Connected Automation concepts and TOSCo Proje A re q u ESt Of m e m b e rs to I n It I ate p re | I m I n a ry

15. Increased 100 understanding and awareness of TOSCo and relat \V{S r|f| cat | on act | V|t | es

applications

16. Increased 100 and OEM understanding of their respective proces U p d ate O N re | ated test p ro Ce d u re p re pa rat | O N S

17. Process for Sharing TOSCo Testing Equipment ( M ‘C |ty a n d U S D OT/ I T E C I P rOJ e Ct) A




Role of SCMS in Deployment Initiatives

Raj Pannaluri, FDOT
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redential Management

System (SCMS) for
ﬁ\ Connected and Automated
- Vehlcles (CAV)

‘%} y Florida’s Security

Raj Ponnaluri, PhD, PE, PTOE, PMP

Connected Vehicle, Arterial Management,
Managed Lanes Engineer

Florida Department of Transportation
July 23, 2020




Agenda Items

1. Introduction
« FDOT CAV Business Plan
* Initial SCMS: Two SPaT projects
2. Purpose and Need
* Whatis SCMS
» Statewide SCMS
« USDOT SCMS Proof of Concept
* FDOT procured SCMS
3. SCMS Deployment
* Onboarding Workflow
* PSID-SSP Profile
* Attestation
* Baseline Requirements for Enrollment




1

Introduction
Background




FDOT’s CAV Business Plan

= CAV Business Plan Vision drives, towards Vision Zero with a . S
fatality-free roadway network and a congestion-free %" Automated Vehicles (CAV)

transportation system using CAV technologies ' VA Business Plan
F January 2019

» The objective of the CAV Program is to improve safety for all
transportation modes and road users Contains seven focus areas

Ef% 1/ Policies and Governance

FOCUS 3 / Education and Outreach
AR EAS i 4 / Industry Outreach

gy and Partnerships

Technical Standards and
/ Specifications Development




US 90 and Gainesville Signal Phase and Timing (SPaT)
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2.

Purpose and Need
SCMS




What is a Security Credential Management System?

» A message signing security solution for V2V, V2I, 12V, V2X [ Network: IEEE802.11p |
communication |

Transport : [EEE1609.3 |

» Uses trust certificates Security : IEEE1609.2 .
» Makes exchanging information secure and trustworthy f’g
between: N | | \
vav/val/
3 Connected Vehicles/On-Board Units (OBUs) ) _ el

O Roadway Infrastructure/Roadside Units (RSUs) |
O Traffic Management Centers (backend)

O Wireless Mobile Devices/Smartphone Applications ( ‘)g

» Uses Institute of Electrical and Electronics Engineers (IEEE) |

Standards Certificate Authority (CA)

V2V - Vehicle-to-Vehicle, V2I - Vehicle-to-Infrastructure, 12V - Infrastructure-to-Vehicle, V2X - Vehicle-to-Everything

IEEE 802.11p  Adds Wireless Access in Vehicular Environments (WAVE), a vehicular communication system amendment

IEEE 1609.3 Specifies the open system interconnect (OSI) layer 3 (networking) and layer 4 (transport)

protocols, interfaces,
and services for secure, low-latency, ad-hoc connection and communication

IEEE 1609.2 Defines secure message formats and processing for use in WAVE devices



SCMS and Messages

SCMS certificates validate that
messages transferred between RSUs
and OBUs are from trusted sources
and that they are unaltered

Communication

Message List

MESSAGE SETS ACRONYM

CAV
Components g 121
V2X
System
Components

RSU sl OBU

EVP - Emergency Vehicle Preemption, TSP - Transit Signal Priority,

FSP - Freight Signal Priority

Basic Safety Message
Signal Phase and Timing Message

Map Data

Traveler Information Message
Intersection Collision Avoidance
Signal Request Message

Signal Status Message

Emergency Vehicle Alert

Example CAV
Applications




SIMPLIFIED SCMS ARCHITECTURE DESIGN

Intermediate Misbehavior
CA Authority

Location
SR A OBE - On-Board

Equipment

Pseudonym
CA

RSE - Roadside
Equipment
ASD - Aftermarket
— — ) Safety Device

Research work (CFR 49 USC 20101) with
Crash Avoidance Metrics Partnership (CAMP)

» Tested on the three USDOT Connected
Vehicle pilot projects

» State/local maintenance and operations
not eligible to enroll in the USDOT SCMS

USDOT encouraged to utilize security
services from a commercial supplier

» USDOT SCMS POC lifespan is five years
(ends in 2020)




3\ redential Management System

o) (@

FDOT procured SCMS Software as a
Service

Vendor providing all elements of
SCMS platform

SCMS establishes trust
management and security for CV
devices

FDOT is deploying a turnkey SCMS
platform to support the CAV
Program implementation

-] 10



3.

SCMS Deployment
Workflow, Process, and Requirements




SCMS Platform
Onboarding
Workflow

» Future CAV projects will
use the entire seven-
step process

» For existing CAV
projects, the process
will start from Step 3

Step 1: FDOT CO & ISS Standardize the PSID
and SSP for Statewide Use in Florida

Step 2: Districts Include the ISS
Requirements in the Procurement Package

\4

Step 3: District CAV team obtains the SCMS
Info From the Project Vendor

Step 4: District TSM&O PM Sends E-mail to
the CO Manager with Project SCMS Data

Step 5: CO Manager Notifies ISS of Pending
Request and ISS Acknowledges

Step 6: CO Manager Notifies District TSM&O
PM to Proceed to Send Info to ISS

Step 7: District/Vendor Initiates Data Entry

<

Acronyms: 12
ISS- Integrity Security
Services, LLC; SCMS Service
Provider to the FDOT in
Partnership with the
TrustPoint Systemes, Inc.
PSID- Provider Service
Identifiers

SSP- Service Specific
Permissions

TSM&O- Transportation
System Management and
Operations

PM- Project Manager

SCMS- Security Credential
Management Service

CO- FDOT Central Office

IP- Internet Protocol

TLS- Transport Layer Security

ISS/TrustPoint
Registration/Provisioning

IPv4/1Pv6 with TLS

Device Vendor
Registration/Provisioning




» Permissions are embedded in the EEs’ application certificates and enable EEs
receiving messages to know (i) the message is authentic and (ii) the sender

was authorized to send that particular message
» Allowed message types are identified by two unique numbers
» Provider Service Identifier (PSID) identifies the message type

» Service Specific Permission (SSP) provides further information on the
allowed use for the message type
» The Institute of Electrical and Electronic Engineers Root Authority (IEEE-RA) is
globally responsible femmaintainingmaliallowed PSID=SSP pairs anddracks
each by the responsible standards organization




» The SCMS vendor releases the

attestation document once the

project vendor or system manager J—

completes the website information .
Restricted

Authorized Users Only

This document is confidential and
proprietary

Failure to demonstrate this minimum
level of security means a device
cannot receive certificates from the
SCMS vendor because the device
represents a potential threat to the
broader national V2X ecosystem

v T LORIDA'
CONN=CTS
: Moving To Safe and



Baseline Requirements for Enrollment in the

FDOT PSID-SSP Profile The vendor will be notified and sent updates to this profile on a
support periodic basis (increments not to be less than 30 calendar days) and
expected to provide software updatesas required to enable

compliance within 90 calendar days
Pseudonym Certificates All RSUs must support PSEUDONYM certificates

Technical Support Calls to technical support by the FDOT contact representative(s)
Response Times must be returned within 24 business hours
Hardware Security Module Hardware Security Module to protect certificate store

Internet Protocol (IP) v6 Goal: eventually migrate to IPv6

OmniAir Certification Dedicated Short Range Communication (DSRC) certification




QUESTIONS?
THANK YOU!

Raj Ponnaluri, PhD, PE, PTOE, PMP

Connected Vehicles, Arterial Management, and
Managed Lanes Engineer

Florida Department of Transportation

Email: Raj.Ponnaluri@dot.state.fl.us



mailto:Raj.Ponnaluri@dot.state.fl.us

Connected Work Zones

Collin Castle, MDOT
Tony English, Neaera Consulting

AASHIO ITSS AMERICA




Evolving a V2| Work Zone Mapping Ecosystem
to support Connected Vehicles

I00/OEM Forum
RSZW WG

Promoting Deployment &
Capturing Lessons Learned

SAE FHWA

Infrastructure Applications TC V2X Mapping Tool

J2945/4 (RSM) WZDI
J2945/A WZDx v2.0, v3.0,...

OEM Map Data Needs 100 Map Data Generation




The Migration towards CAT Ready WZ Data

Traveler Information Level

“..between Exit 102 and Exit 119... ”

Driver Information Level

“Work zone, right lane is “Work zone, right lane is
closed, 500 feet ahead.” closed, 100 feet ahead.”

Driver Warning Level




Connected Work Zones

* Work Zone information (e.g. details describing lane closures, reduced speeds,
workers presence) is one data element that vehicles cannot collect autonomously
and therefore are looking to Infrastructure Owner Operators (I00s) to provide

* There is a recognized intent among many |OOs to migrate beyond Traveler
Information data towards more accurate and timelier “CAT Ready Work Zone Data”

* Before they can estimate when and what percentage of the work zones will be
“connected work zones”, I0Os need a better understanding of “CAT Ready Work
Zone Data” .

 What is required?

* How difficult is it to create and update the data?

 What are the likely costs of creating the data?

* What technical resources will be required to create the data?

* The Work Zone Data Collection (WZDC) Tool can enable 100s to investigate the
creation of the map data



Developing tools to
support WZDx use - >

as part of
V2X Mapping

Project



Utilizing Common Work Zone Event Data

Improved Data Specifications & Tools

Types of content needs
Develop tools to collect 100 Work Zone

Driving Task Driving Task . ,
Speed Limit Changes spatial data from the Field Data

Questions Content Needs E field to support work
! . Collection
! zone data collection

C Lane Closures

A

Where am | relative to

\ 4

Data Fusion I

|7 1 Signal Locations

my environment? 45
& Decision , ,

Identify improvements WZDI Program

Dynamic

to spatial data —
elements for work ¢

=
’/7 ‘\\:‘
’ NS
/ [
T
\
1
\

What are the rules of the Envi t Dat
road that affect path? ? nvironment Lata
'_l/ AN zone events -
Road Furniture ‘M | Geometry Changes WZDx Specification
What'’s changed from N 3
what | already know? Road Network 1 \|  Road Usage l
\ / \ Restrictions Develop software
\ translators for V2X and CARMA3

\ cooperative ADS

\ Signal and VMS ot
status/translation applications




Expanding how WZDx Spec is used

Work Zone Data Spec

Tools to use the spec
(translators,
validators, data
collectors)

Applications (CARMA,
511, 3" Parties, SDX,
Construction
Coordination)

_—

Improve ability of I00s to
collect more fine-grained work
zone data

) Improve the ability to
translate work zone data to
various formats for use by
vehicle systems and 3 parties

¥



Focus of this toolset

Initial Work Zone
description
(might only
contain start,
end, date/time)

Tools and Translators

Validate
Initiate

Publish R 3rd Pa rty
Applications




Enabling I00s to collect WZDx in greater
precision and detail

Hailtafl Dy

S L, T D i oo L M ET IR T a e P e




Toolset Capabilities (open source)

1
Lo

Back-office tools for TMC/I00

Work Zone Configurator
WZDx/RSM Map Based Validator
Publish Validated WZDx and RSM to 3" Parties

Field Data Gathering

Generate WZDx and RSM Messages
GPS Location Collection

Receive/Send files to cloud



Likely Users of Toolset

Tools to use the
spec (translators,
validators, data
collectors)

P

Work Zone Data Translators
(RSM to WZDx, WZDx to
OpenDrive)

Back Office Configuration
Tools

Field Data Collection

¥

4 ¥ §

Likely users

CAV
Community

ATMS Vendors

Smart Work
Zone,
Construction
crews, HD
Mapping
companies



Leverages Precursor Toolsets

R A

CAMP TOOL RSM TO WZDx WZDx SPEC
TRANSLATOR

UPCOMING RSM
STANDARD

SAE J2945/4



Demonstration




High Level Tools Workflow

3 Party Traveler Info CARMA )
Veriflad WZ Map
Verified WZ Map {RSM{XML),
{WzDx} {RSM{binary)}
-
A

i Configuration Verification and -

Vehicle Path : '
Construction Manager Bt Massage Builder
: Translatar

RSM{XML)
-=RSM(binary)
Translator




Back-Office Toolset

V2X Enabled Work Zone Data
Collection

Work Zone Data Exchange

V2X Enabled Work Zone Data Collection

Configuration Upload Data Verification View Published
Creator Files and Work Zones
Visualization
Create your config file Upload Work Zane Data View Published Work
Collection Files Zones and Data

Verify and Visualize
Work Zone Data



Work Zone Configuration 1.0 Waork Zone Configuration V1.0 Work Zone Configuration V1.0
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TMC Operator/I0Os enter basic information about work zone




¥ cliecti
Wehicle Path Data Acquisition
Q i+ (4]
< _»
= OPEN | OPEN
I__. ? Q".I.'I:I'...l:. uimiman
The: Habital Aparinwem
,. i3 . ‘ ‘ ‘ YWnrkers are ‘
Lane 1 Lane 2 Lare 3 i il
saings {-_;"r
™ Vit Veiiche Path Date Sogusition is Ready - Logging Will Start Wien Start Location is Reached |
Gunbarr
Cormimin
9 Eark
LT .-. o
¥ s =

F | e | d Data COl |€CtIO N Field vehicle receives information (via cloud, via RSU)

Download published configuration files

TO O | ( Pe rsona. WO I k Automatically detect GPS device

Dynamically generate GUI for number of lanes and which lane is

Zone Manager) the driven lane




Vehicle Path Data Acquisition

OPEN

Vehicle Patih Data Acquisition is Ready - Logging Will Stast When Start Location is Reached

Field Data Collection Tool

F wiork fone Uam Collection

Vahicle Path Data Acquisition

CLOSED

Lane 1

*** Workers Presence Marked: False ***

» Data collection automatically starts/ends when
set starting/ending locations are reached

* User interface to select current state of
road/work zone




¢ Upload Successful X

Data upload successful! Please navigate to

o http://www.neaeraconsulting.com/V2x_Verification
to view and verify the mapped workzone.
You will find your data under
wz-descriptiontest1--road-name

oK

* When the work zone has been mapped, the path history data

F | e | d Data is compressed/reduced and messages are created (WZDx and
RSM) automatically

COl |€Ct|O N TOOl RSM (XML) Message is converted into binary (UPER)

automatically

( U p | Od d ) Messages and path data are zipped and uploaded to the back-
office




Received information is used to generate a
work zone with new geospatial details in the
back office (cloud) for validation

* Overlay WZ Map information
* Work zone data points

* Compressed data points (updated
to use breadcrumb from SAE
J2945/1 spec)

* Worker presence
* Lane closures
e Approximate lane locations

 TMC Operator verifies accuracy of
recorded work zone

 TMC Operator publish verified work
zones available for

* 3" party (SDX, WAZE, HERE)
e 511

« CARMA and other cooperative
automation applications

5
LaneNaode: G, LO+WR Lab'Lem/Eley: 4047147168 -104 35530028 15066

I




V2X Enabled Work Zone Data
Collection

Get Work Zone Data

HOME

Published Work Zone Data

Choose Work Zone to Download

Choose a work zone and specity messages to download

acruracy-1si-2—-praine-censar-clr
acouracy-nst-1--prairic-cerder.clr
acouracy-fest-d—prairic-cerder.clr

Descripton: accuracy-test-1

Road Name. Frawie Cenler Ci
Hrart Mate:  AR0OE-1HT17 00007
Cnd Dite: 2020006-19T11:68:002

‘iork Zone Cata Exchange message (WZDx), type = geojson

XNE Rinartsida Sataby Marsags (HSM), typsa = amil
Binary Roadside Safety Meszags (RSML type = uper

|howvenioad Werk Anna [hata

Road Hame:;
Reduced Speed Limit:
| icrkers Present:
| \Vehicle impact

Prairie Cemter Cir
20 mph

false
some-tanes-closaed
rarge-right

Lt W 1 Ly

COMFIGUR

Published Work Zones

* View published work zones

* Download published work zone
data (WZDx, RSM-XML, RSM-
UPER)



Future * Mobile app (iPhone/Android)

Fnhancement * Message generation in the cloud
ooy  Move translator from vehicle to
Possibilities loud

* ASN1.c open source
encoder/decoder for RSM

Website: | e V2X-Hub integration with RSU/OBU
e neactaconsulting.com/ for message upload/download
GitHub site: * Auto detect:
https://github.com/TonyEngli  Workers (DNN/CNN)
NOX- P,
sh/v2X-manual-data * Lanes open/closed (OpenCV)

collection

* Road signs (DNN/CNN)

Full end to end test video
located



https://www.youtube.com/watch?v=dS9fsHgpEro&feature=youtu.be
https://github.com/TonyEnglish/V2X-manual-data-collection

Our Request Today

* Use this tool to learn about Connected Work Zones
= Gain an understanding of the user interface, data needs
= Gain an understanding of the WZDx & RSM generators

* Test this tool on various work zone configurations
= et us know which work zones are well supported
= Let us know which work zones do not work well with the tool

* Share your feedback with us

= See request on the next slide (MS Word document will be
mailed to attendees)
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Cooperative Automated Transportation (CAT) Coalition

Encouraging Use of Work Zone Mapping Tools — Requests for I00s
July, 2020

Background

Work Zone information (e.g. details describing lane closures, reduced speeds, workers presence) is one
data element that Connected Vehicles (CV) are looking to Infrastructure Owner Operators (I00s) to
provide to improve the operation of in-vehicle infermation, warning and control systems. There is a
recognized intent among many 100s to migrate beyond Traveler Information data towards maore accurate
and timelier “CV Ready Work Zone Data”.

Before 100s can estimate when and what percentage of their work zones will be “connected work zones”,
they need a better understanding of the process involved in creating “CV Ready Work Zone Data”. To
understand this process, an 100 does not need ta deplay the roadside units or network cellular broadcasts
that will eventually communicate the data, rather they can experiment with available tools and create the
Mapping information describing work zone lane closures. This will allow 100s to increase their
understanding of the level of detail needed and likely processes they will follow, while also enabling them
to provide key feedback about the tools and map data requirements.

Available Tool

FHWA has developed a proof of concept Work Zone Data Collection Tool (WZDC) that is available for
download. This tool functions alongside a TMC website. These tools can be used to gather and assemble
information to describe connected work zones. A video demonstration the tools is available as well as
support provided by FHWA,

+ Video Demonstrating the POC Work Zone Data Collection Toolset
* POC Work Zone Data Collection Tool
*  POCTMC Website

*  POC Toolset User Guide

s USDOT Support

Request of 100s:

The purpose of this tool was to show a proof of concept and in its
current deployment it is not able to provide a full robust solution,
This tool should be used just as a testing platform. Future work on

this application will integrate authentication and security. 2. Download and install
WZDC tool

Initialize work zone in
TMC website

Request of 100s
Try mapping an existing

To increase industry knowledge about connected work zones, and to work zone that includes
gather lessons learned when creating CV ready work zone data, the a lane closure

CAT Coalition is requesting 100s to download and try the POC WZDC
Tool, following the steps below. In addition, the CAT Coalition is

Provide feedback on
your experience

I |
),

requesting feedback on your experience with using the tocl with questions noted in the steps below.

1. Select an existing work zone on your infrastructure that includes a lane closure and at least 1 lane
that never closes throughout the work zone.

2. Capture any existing traveler information website images/text or Dynamic Message Sign (DMS)
message texts that are displayed to travelers and save screenshots or images of these. This is for
reference of how “traveler Information” displays of the work zone are performed.

3. Using the document titled “Infrastructure System to Support the Reduced Speed Zone Warning —
Lane Closure Application Concept of Operations (ConOps)”, specifically the excerpt that is Section
3.4.2 (inserted on the last page of this document):

a. Please provide us feedback on whether this explanation of the location data required to
meet the anticipated SAE 12545/4 standards is clear and understandable.
b. Are there any questions about the data needs that can be addressed at this time?

4. If you were to create the detailed 12545/4 data as described (e.g. node points in center of lanes
for lanes through the work zone, taper lanes, etc.) does your agency have tools and/or resources
to create these data for your selected work zone? If so, what are these tools?

5. Where you able to create the WZDx message and verify that the lane closure, workers present
and end of work zone were defined correctly using the defined here.

6. Please enter information about the work zone into the TMC website configuration creator page,
utilizing the guide located here (Toolset User Guide). Please enter as many fields as you have
information for. Record the name of the configuration file that was automatically generated.

7. Please download and install the WZDC Tool and become familiar with the tool, either with DOT
staff, partner universities, or contractors.

8. Afterinitializing the WZDC tool with the configuration file that was created earlier, drive the work
zone [with an assistant), marking the locations of lane closuresf/openings and the presence of
workers. After mapping the work zone, upload the generated data. Record any observations or
areas for improvement about the tool during the drive.

9. Consider the location of the work zone and the nature of work being done (e.g. whether there is
merging traffic from other routes, whether there is limited sight distance before the work zone,
the frequency that lane closure location changes, etc.) and consider the following questions:

a. Inascenario where there are a number of vehicles with on-board applications capable of
receiving infrastructure messages about work zones and providing alerts/warnings to
drivers when appropriate, what would be your preferred appreach for broadcasting the
data to the on-board applications?

i. Roadside units (low latency, limited distances)?
ii. MNetwork cellular (higher latency, unlimited distance)?

Ul
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Agenda Item #5:
Partner Reports

USDOT
ITS America

AASHIO ITS=S AMERICA




Next Strategic Initiatives WG Webinar

 Next Webinar:

= October 22M 2020 2:00 — 3:30 PM Eastern

AASHIO ITSS AMERICA
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